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This policy ensures that Herenga ā Nuku uses artificial intelligence (AI) technologies 
ethically and responsibly. The use of AI systems should not undermine privacy, security, 
transparency, or accountability. 

Herenga ā Nuku will encourage the use of AI as a tool that can enhance our work, but 
implement it cautiously. The chief executive will decide whether and how to implement 
any new use of artificial intelligence in our work. In each instance, the chief executive will 
consider the privacy implications and whether the use of AI is necessary and 
proportionate. 

Principles: 

1. Privacy and Security: Herenga ā Nuku will not share, store, or process any personal 
or confidential data within any AI systems. Recognising the potential vulnerability 
to security problems posed by AI systems, Herenga ā Nuku will prioritise robust 
security measures to protect data from unauthorised access or breaches. 

2. Transparency: Herenga ā Nuku’s use of AI systems in our work will be transparent, 
and stakeholders should be informed about its use, where relevant. Clear 
communication regarding the purpose, scope, and implications of AI use will be 
provided to stakeholders to foster trust and understanding. 

3. Accountability: Where staff use AI systems, they are responsible for addressing 
the errors and biases that the systems generate. Any AI-generated material will be 
reviewed, proofed, and edited by human staff or contractors before being used or 
shared.  

4. Training and Ethics: Herenga ā Nuku will train our team effectively and ensure that 
AI is used ethically. Staff and contractors using AI should receive guidance on 
ethical considerations, best practices, and potential risks associated with AI 
technologies. Ethical considerations will be integrated into AI decision-making 
processes to uphold fairness and honesty. 

5. Cybersecurity: Given AI systems' increased susceptibility to cyber threats, 
Herenga ā Nuku will prioritise cybersecurity measures to safeguard our systems 
and data. Herenga ā Nuku will implement robust cybersecurity protocols, including 



   
 

regular risk assessments, encryption, access controls, and intrusion detection 
systems. 

6. Risk Assessment: Herenga ā Nuku will conduct thorough risk assessments to 
evaluate the risks and benefits of using AI in our organisation. Special attention will 
be given to potential impacts on people’s privacy and security. Decisions will 
prioritise the protection of individual rights and data. 

Background Resources: 

• Privacy Commissioner - Artificial Intelligence and the IPPs and Privacy Commissioner 
outlines expectations around AI use, emphasising compliance with privacy 
regulations and standards. 

• Price Waterhouse Coopers - Artificial intelligence: What directors need to know: 
Insights on the governance and oversight of AI technologies to ensure responsible 
implementation.  

• OECD - The main policy issues that surround AI: Examination of key policy 
considerations and frameworks surrounding AI deployment to promote ethical and 
accountable use. 

• University of Otago - Centre for Artificial Intelligence and Public Policy: Resources 
and expertise to support the ethical development and deployment of AI technologies 
in the public sector. 

• Digital Government NZ - Interim Generative AI guidance for the public service for 
further insights into implementing AI responsibly within the public service. 

 


